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FOREWORD 
These proceedings contain the papers of the International Confer-

ence “Information and Communication Technologies in Business and 
Education” which took place at the University of Economics – Varna, 
Bulgaria, 18 October 2019. 

The international scientific conference is dedicated to the 50th an-
niversary of the Department of Informatics at the University of Eco-

nomics – Varna. The conference is also dedicated to the 100th anniver-
sary of the University. The included papers describe recent scientific and 
practical developments in the field of information and communication 
technologies, information systems, and their applications in business and 
education. 

The papers in the Proceedings are peer reviewed and are 

checked for plagiarism.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



8 

C O N T E N T S  

 

1. Kamelia Stefanova, Dorina Kabakchieva 
 Challenges and Perspectives 
 of Digital Transformation  ................................................................. 13 

2. Julian Vasilev, Marian Cristescu 
 Approaches for information sharing 
 from manufacturing logistics with downstream 
 supply chain partners  ........................................................................ 24 

3. Abdel-Badeeh M. Salem 

 Computational Intelligence in Smart Education 
 and Learning  ..................................................................................... 30 

4. Marian Niedźwiedziński
 

 Proposal of the Multi-aspect Analysis of ICT’s Needs 
 in Management  ................................................................................. 41 

5. Krasimir Shishmanov
 

 Digital Transformation in Bulgaria  .................................................. 52 

6. Tatyana Makarchuk, 

 Valery Trofimov, 

 Svetlana Demchenko
 

 Modeling the life cycle of e-learning course 
 using Moodle Cloud LMS  ................................................................ 62 

7. Vanya Lazarova 
 Exploring the functionality of Bulgaria eGovernment site  .............. 72 

8. Veselin Popov, 
 Petya Emilova 

 Big data and information security  .................................................... 83 

9. Luben Boyanov 
 Approaches for enhancing digitalization and digital 
 transformation in supply chain management  .................................... 91 
 



9 

10. Monika Tsaneva 

 Challenges of GDPR compliance in consumer 
 financing companies  .................................................................... 103 

11. Todorka Atanasova 
 Main factors influencing digitization 
 in construction companies  ........................................................... 116 

12. Silvia Parusheva 
 Digitalization and digital transformation 
 in construction – benefits and challenges  .................................... 126 

13. Snezhana Sulova 
 The Usage of Data Lake for Business 
 Intelligence Data Analysis  ........................................................... 135 

14. Pavel Petrov 
 Web security technologies used in banks 
 of Estonia, Latvia and Lithuania  .................................................. 145 

15. Tanka Milkova 
 ABC analysis of inventory in MS Excel  ...................................... 155 

16. Ivan Kuyumdzhiev, 

 Radka Nacheva 

 Choosing Storage Devices with Consideration 
 of Backup and Restore Performance 
 in MS SQL SERVER  ................................................................... 166 

17. Yanka Aleksandrova 
 Predicting Students Performance in Moodle Platforms 
 Using Machine Learning Algorithms  .......................................... 177 

18. Latinka Todoranova, 

 Bonimir Penchev 

 M-learning Applications  .............................................................. 188 

19. Boris Bankov 
 The Impact of Social Media on Video Game Communities 
 and the Gaming Industry  .............................................................. 198 
 



10 

20. Velina Koleva, 

 Svetoslav Ivanov 

 Social media and the recruitment of IT professionals 
 in Bulgarian IT companies  ........................................................... 209 

21. Deyan Mihaylov 

 Modeling and Simulation of Some Functions 
 of Two Independent Random Variables  ...................................... 225 

22. Oumar Sy 

 Using Association Rules as Semantics 
 for Domain Ontologies  ................................................................ 233 

23. Ina Stanoeva 
 Social media possibilities for improving 
 arts marketing performance  ......................................................... 247 

24. Iskren Tairov, 
 Vladislav Vasilev 

 Perspectives on mobile devices adoption 
 in healthcare sector  ...................................................................... 257 

25. Angelin Lalev 
 Deep Neural Networks for Detection 
 of Credit Card Fraud  .................................................................... 263 

26. Miglena Stoyanova 

 Priorities for Digital Transformation 
 in Property Management  .............................................................. 275 

27. Mihail Radev 

 Organizational Variants of IT Department 
 at the University  ........................................................................... 284 

28. Mariya Armyanova 

 IoT problems and design patterns which 
 are appropriate to solve them  ....................................................... 291 

29. Yavor Christov 
 Corporate Big Data and Hybrid Integration Platforms  ................ 306 
 



11 

30. Ivan Belev 
 Making financial data readable using Inline XBRL  .................... 314 

31. Ivan Belev 
 eXtensible Business Reporting Language 
 (XBRL) – a technical overview  ................................................... 322 

32. Anna Sobczak 

 Entrepreneurship in the education of university students  ............ 331 

33. Mihaela Markova 

 E-commerce in the process of digital transformation: 
 preparedness, requirements and technological tendencies  ........... 343 

34. Petya Petrova 
 Basic Soft Computing Methods In User Profile Modeling  .......... 353 

35. Petar Dimitrov 

 Methods for storing authentication 
 data – a historical review  ............................................................. 369 

36. Svetoslav Ivanov 
 Development stages of starting software company, 
 problems and approaches for software development  ................... 382 

37. Antonio Hadzhikolev 

 The role of the smart city concept 
 in the process of urban transformation  ......................................... 397 

38. Oumar Sy 

 Ontology-based materialized views for reverse engineering: 
 Toward a set of conceptual guidelines  ......................................... 410 
 
 
 
 
 
 
 



103 

CHALLENGES OF GDPR COMPLIANCE 

IN CONSUMER FINANCING COMPANIES 

 
Monika Tsaneva

1
 

1
 University of National and World Economy/Department of 

Information Technologies and Communications, Sofia, Bulgaria, 

mtzaneva@unwe.bg 

 

Abstract 

From the point of view of information systems, EU General Data Protec-
tion Regulation (GDPR) is traditionally associated with the imposition of strict 
procedures and restrictions on the storage, processing and transmission of per-
sonal data. The aim of this paper is to propose a comprehensive approach to 
implementing GDPR requirements in information systems and applications 
operating in the consumer financing area. The research is based on an analysis 
of the business process and the typical information infrastructure of a credit 
institution on one hand, and on specifics of GDPR compliance in this sector, on 
another.  As a result of this development, basic guidelines are proposed for how, 
while implementing GDPR's requirements, business can be expanded by creat-
ing the fundamentals for introducing cutting-edge information technologies, 
upgrading existing applications, developing new integration solutions, and de-
veloping B2B platforms. The main conclusion made from this research is that 
when carefully planned and implemented with the right technological solutions, 
GDPR compliance in the consumer financing companies can open up new busi-
ness and technological opportunities, thereby ensuring further optimization of 
company operation and eventually enhancing customer satisfaction. 

Keywords: GDPR, integration solutions, consumer financing applications. 

 

INTRODUCTION 

Nowadays everyone is familiar with the main rules and regulations 
that comprise GDPR. Consumers associate them with the binding con-
sent to the processing and storage of their personal data, IT professionals 
with the technological challenges to their implementation, and business - 
most often with restrictions that must be respected. This material ad-
dresses the major challenges and opportunities that GDPR compliance 
presents to Business Information Systems (BIS) operating in consumer 
credit companies. 
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1. TYPICAL INFORMATION INFRASTRUCTURE 

OF A CONSUMER FINANCING COMPANY 

Whenever some significant new features of data storage and data 
processing must be implemented, the starting point must be the general 
architecture of the information infrastructure. This is because all the 
applications and system modules run as interconnected components of a 
system that serves the needs of the main business process of the compa-
ny Tsaneva (2019, p. 8), consisting of three main stages – Apply, Con-
tract and Perform (see Figure 1). 

1. Apply: Both applicants and retailers use some front-end (web or 
mobile) system to apply or to register the application for a credit. On this 
stage the applicant signs a Consent for personal data storage and pro-
cessing. An individual’s consent for each specific type of financial oper-
ation must be requested. (Remoortel, 2016), so usually, as a part of this 
consent, the applicant authorizes the credit institution to perform an au-
tomated scoring of his application, and to share his personal data with 
other institutions like national registers, third party credit scoring com-
panies and insurers. After its registration, the credit risk of each loan 
application must be scored. Usually, this assessment is performed auto-
matically by a standalone system. The most significant specific of Credit 
risk scoring systems is that usually they work in compliance with the 
rules and restrictions established for accessing data in cloud systems 
(Lazarova, V. 2016) and do not store and visualise personal data, they 
just receive this data, perform the evaluations and return the score with-
out jeopardizing GDPR requirements in any way. Another specific is that 
in the common scenario, the scoring involves some data requested and 
received via API from some National Registers (Central Credit Register 
- CCR, National Social Security Institute – NSSI, Directorate General 
Civil Registration and Administrative Services - GRAO etc.) and this 
data is sent back to the operational system as an additional information 
to the evaluated credit risk score. If the loan application is rejected by the 
scoring system, the customers personal data may be stored for 5 years (if 
the consent is not withdrawn earlier) and then must be deleted.  
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Figure 1. Typical information infrastructure 

of a Consumer Financing company 

 
2. Contract: If the loan application is approved, a contract between 

the customer and the credit institution is signed. On this stage all the 
application/contract data is propagated from the operational system to 
the interconnected systems like the core (accounting) system, card pro-
cessor (if a credit card has been contracted). 

3. Perform (the contract): This stage includes all the administrative 
tasks that ensure regular loan repayment, quality communication with 
customers, reporting to company management and national regulators 
(Bulgarian National Bank -BNB, Central Credit Register - CCR etc.) On 
this stage additional data about bank or cash loan repayment transactions 
are collected on regular basis (usually monthly), all the communications 
(phone calls, e-mails, chats) with clients are recorded. On this stage 
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many indicators of contract performance are estimated. In the most 
common scenario, these indicators together with customers data are: 

a) Exported in fixed record text files to national regulators on a 
weekly or monthly basis;  

b) Loaded daily in the company’s data warehouse. The company 
warehouse can be another relational database, or a Non-relational data 
store (Radoev, 2017, p. 153) to be presented to the management as dash-
boards providing informed data decision making abilities, so that busi-
ness can continue to advance with the digital age (Mihova, Stefanov and 
Marzovanova, 2016, p 518); 

c) Exported daily to Collection system or to another standalone 
company systems in files with predefined format. 

All these activities are performed till the contract is fully repaid or 
terminated on some other legal basis. 

Basically, all the above systems and modules have been developed 
during a long period of time and using completely incompatible infor-
mation technologies, so the information infrastructure of a Consumer 
Financing company is heterogenous and ensuring the interoperability of 
its components in all the aspects including GDPR compliance is a com-
plicated task 

2. SPECIFICS OF GDPR COMPLIENCE 

IN CONSUMER CREDIT COMPANIES. 

“GDPR another obstacle in an already complex system” and “To-
day’s regulatory implementation, tomorrow’s opportunity” – that’s how 
the expectations of some managers (Kemp, 2017, p. 1) in financial busi-
ness can be summarized.  

MetaCompliance (2018, p.4) states the following GDPR principles:  
� Lawfulness, fairness and transparency; 
� Purpose limitation; 
� Data minimisation; 
� Accuracy; 
� Storage limitation; 
� Integrity and confidentiality.  
Implementation of these principles in practice means (EY, 2018, 

p.6):  
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� Profiling is prohibited except when it is founded on a legitimate 
basis like explicit consent, performance of a contract and compliance 
with a legal obligation; 

� Data protection impact assessments should take place prior to the 
processing of financial data and must serve to estimate the risks of pro-
cessing data and to define mitigating measures; 

� Services should adhere to data protection by design and by de-
fault principles which means that require service providers must think 
about the impact their services will have on data protection before deliv-
ering them; 

� Data subjects always have the right of access to their information 
that is being processed and they have the right to receive a copy; 

� Data subjects have the right of erasure which requires providers 
to take these rights into account when designing services, so that person-
al data can be deleted if requested and permissible. 

A proper data subject consent gives the consumer credit companies 
legitimate basis to perform profiling in order to evaluate the credit risk of 
each loan applicant, so the prohibition of profiling is actually not an is-
sue, but an opportunity for further automation of one of the most time 
and resource consuming activities which is credit risk assessment. This 
opportunity is extended by developing advanced integration modules for 
data retrieval from national registers via API provided by CCR, NNSI 
and other Bulgarian national institutions. 

The following points need to be considered during the design pro-
cess of GDPR compliance of information systems and their integration 
solutions: 

1. Properly determine the scope of personal data (see Figure 2) that 
needs protection and must be ready to be delivered to the data subject in 
a machine readable format or be deleted (”forgotten”). 

Based on the business process, the scope of personal data that must 
be returned to the data subject or must be “forgotten” upon request is: 

� Personal data registered as a part of the application for a loan 
like names, addresses, e-mails, phones and other contact data, education, 
workplace, incomes, depts and so on; 

� Data received from national registers – from NSSI retrieved dur-
ing application assessment, from CCR retrieved both during application 
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assessment and imported on regular basis (monthly) during loan repay-
ment; 

� Terms and conditions of the loan that have been contracted like 
purchased goods, loan amount or credit card limits, credit card numbers, 
bank accounts numbers, insurances, loan duration, interest percentages 
and so on; 

� Data collected during contract performance about regular pay-
ments (bank or cash transactions) made by the client, customer calls, 
correspondence regarding collection process and so on;  

� All the data that is transferred to the company data warehouse 
and can be used to identify a customer including names, EGN, identifica-
tion card, addresses, phones, e- mails, workplace etc. 

 

 
 
Figure 2. Scope of personal data that must be returned 

or “forgotten” 
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In addition to this, when a customer or employee needs to be for-
gotten, all the backups of the databases that are not currently destroyed 
must also be included in the scope of deletion. All drives/folders that 
contain obsolete data exported by legal obligations for national institu-
tions must also be checked and cleared. 

2. Check and, if necessary, redesign the user access control system, 
in order to guarantee, that every user of each system will have access to 
read and/or modify only to this data that are relevant to his job descrip-
tion. Some hard choices must be made because such changes usually 
require a large amount of work for user interface components redevel-
opment especially for legacy desktop systems. When new functionality 
is designed, data visualization must be organised considering data usage 
defended by Data Protection Officer (DPO) for different user roles. An 
alternative approach like using data encryption options embedded in 
modern databases must also be considered. Generally, database embed-
ded data encryption is more suitable for new systems development. 
When applied to existing systems, this approach will require both data 
migration and redevelopment of application’s data access tier, which can 
become a very big issue for large size databases that need a large amount 
of time to be migrated. 

3. Choose and develop a proper single-entry module for data sub-
jects (see Figure 3) who want to withdraw their consent, change its indi-
vidual permissions, receive a copy of their data or request to be “forgot-
ten”. Opposed to traditional vision, this module is not a simple form (or a 
web page) containing a set of checkboxes, an “I accept” and a “Reject” 
button. Such a “Consent processing” module is an integration solution 
that includes substantial business logic and eventually results in a se-
quence of method invocations in all the interconnected modules and 
systems that store a particular set of personal data. 
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Figure 3. Single-entry “Consent processing” module 

for data subjects 
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son. A simple option is to replace all these actual values with hash codes, 
thus guaranteeing on one hand consistency of data and database relations 
and on the other - the impossibility of unauthorized sensitive data recov-
ery. Anonymization must be performed simultaneously over all the data 
bases and data warehouses in the company thus ensuring both GDPR 
compliance and reporting systems operability. 

3. BUSINESS AND TECHNOLOGICAL OPPORTUNITIES 

GIVEN BY GDPR COMPLIANCE IN CONSUMER 

CREDIT COMPANIES. 

GDPR compliance is a time consuming and costly process because 
it involves significant redevelopment of data base structures, API meth-
ods and user interface components in a complex heterogeneous environ-
ment. Implementing well thought-out, technology-relevant and business-
friendly solutions can achieve serious competitive and strategic benefits 
for the company (see Figure 4). The GDPR is not the only regulation 
which targets financial services industry, but consumers will also benefit 
from Payment Services Directive (PSDII), which requires financial ser-
vices companies to open their data and payments infrastructure to pro-
mote increased competition. “PSDII, actually provides an opportunity 
for the financial services industry. This directive should allow innovative 
banks to improve their customer experience, increasing value to corpo-
rate customers” (Kemp, 2017, p. 1) because the treatment of data under 
PSDII must also comply to GDPR requirements. 
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Figure 4. Opportunities given by GDPR compliance 

 
Many new business opportunities are opened by data portability - 

the right to transfer consumers personal data in a structured, commonly 
used and machine-readable format. That way further automation of busi-
ness activities and data entry reduction are achieved. A variety of addi-
tional services may be offered via Integration via API with third party 
systems for common business solutions. 
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NSSI using the API they provide; 

� The commonly used interoperability between digital (online) 
stores and credit institutions is greatly facilitated;  

� Thanks to the GDPR-regulated data exchange, financial institu-
tions and insurers offer common products and their overall business pro-
cess is fully automated using specialized API methods. Additional op-
tions may be sought in the direction of automating periodic calculations 
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and reporting between them, for which the use of API is not the most 
appropriate option due to the large volumes of data exchanged; 

� Common business solutions can also be implemented with ex-
ternal online payment systems (like ePay, EasyPay etc.), although most 
credit institutions encourage customers to use the implemented internal 
modules and applications;  

� A very modern and promising area is the integration of services 
for electronic identification and electronic signature of documents (credit 
agreement, insurance policies, even the consent for processing personal 
data). 

Investment in bringing information systems and GDPR compliance 
can increase their effectiveness if combined with upgrading the entire IT 
infrastructure by:  

� Deploying cloud technologies, that ensure complete and much 
more secure control over user access to company services and data; 

� Development of mobile applications using embedded biometric 
data for secure consumer identification; 

� Migrating to the latest DBMSs that have built-in data encryption 
capabilities for whole tables or individual table columns; 

� Construction of advanced network equipment with encrypted 
communication channels and high level of intrusion protection. 

CONCLUSION 

Implementation of GDPR compliance solutions in consumer financing 
companies requires hard work and significant amount of time and finances. 
But when carefully planned and implemented with the right technological 
solutions, this process can open new business opportunities and create pre-
requisites for technological upgrading of the information infrastructure, 
thereby ensuring further optimization of business processes eventually en-
hancing customer satisfaction. Financial sector companies passed the first 
easy and cheap steps – they have legal basis to store and process the person-
al data of their customers and have implemented the minimum GDPR re-
quirements by designating DPOs and demanding data subjects to sign an 
individual consent for each purpose. To reap the potential benefits of GDPR 
compliance, the firm's business strategy must be updated, and information 
technology and infrastructure evolution strategy must be aligned with it, 
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then development and investment priorities must be set, and finally a de-
tailed plan for their realization must be created and implemented. 
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