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FOREWORD

These proceedings contain the papers of the International Confer-
ence “Information and Communication Technologies in Business and
Education” which took place at the University of Economics — Varna,
Bulgaria, 18 October 2019.

The international scientific conference is dedicated to the 50th an-
niversary of the Department of Informatics at the University of Eco-
nomics — Varna. The conference is also dedicated to the 100th anniver-
sary of the University. The included papers describe recent scientific and
practical developments in the field of information and communication
technologies, information systems, and their applications in business and
education.

The papers in the Proceedings are peer reviewed and are
checked for plagiarism.
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10T PROBLEMS AND DESIGN PATTERNS WHICH
ARE APPROPRIATE TO SOLVE THEM

. 1
Mariya Armyanova
1 . .
UE-Varna, Bulgaria, armianova@ue-varna.bg

Abstract

Internet of Things provides the possibility to cooperation and manage the
devices with the global network. But the development of IoT systems is fraught
with a variety of complicated problems and a good solution is to use design
patterns. IoT patterns are still not strictly defined and classified as the domain is
under development in the moment. The purpose of the report is to present com-
mon problems and opportunities to overcome them through IoT patterns. The
applied approach includes research and analysis of scientific publications, offi-
cial websites and design patterns classification. The report results are useful for
IoT system developers who want to know about common problems and how to
be solved and where to find appropriate design patterns to their problem. The
main conclusion of the report is that in order to be easily found when needed,
the IoT patterns are appropriate to be classified by the groups of problems they
solve. In the report, the approach for classification of IoT design patterns is
pointed out and by the defined criteria they are classified.

Keywords: design patterns, IoT, security, Design, Architecture.

INTRODUCTION

Different organizations and research institutes realize the IoT, by using
manifold technologies, standards, which are involved by different organiza-
tions and sectors. So it often leads to conflicts of interest. Therefore, when
developing an IoT system, there are various complex problems to solve. Prob-
lems are compounded by increasing the count of devices connected to the
global network. Many factors are driving the process from reducing the device
cost to the new communications technology capabilities. The concept of tying
different devices to the Internet is seen as Internet of Things (IoT). The IoT is
a symbiosis between various leading technologies that aim to enable device
recognition. The device number on the global network is expected to reach
26.66 billion in 2019. The trend is a steady increase in devices connected in
IoT. Globally, their number is expected to reach 75.44 billion by 2025, which
is threefold increase in 5 years (SRD, 2016). The trend is presented in fig. 1.
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Figure 1. The trends in the device number
for the period 2015-2025

The 10T is based on such technologies as machine learning, artifi-
cial intelligence, big data and intelligent analyzes. IoT platform is used
in various domains from smart homes and smart cars to agriculture,
healthcare and smart supply chain. Each domain and technology sets
specific requirements, which are often contradictory. So this poses a
variety of complicated problems to the development of systems, enabling
the work of different devices into the [oT environment. For some of the
problems, the development teams have already found an effective solu-
tion, which is formally described as a pattern. The patterns present a
concept that enables developers to reuse the experience of problem solv-
ing. They can be seen as descriptions of common problems, their abstract
solutions, and their consequences.

The individual manufacturers often develop devices only for a spe-
cific domain area, such as healthcare or smart cars, smart homes, so for
such problems it is leading to an increase in the number of different solu-
tions. The existence of too many loT standards and technologies pro-
posed by various device developers, as well as a lack of common under-
standing in the domain (Guth et al. 2016) again popularizes the use of
design patterns as a possible solution to problems.
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1. THE 10T AND ITS PROBLEMS

Internet of Things (IoT) is seen as a concept of linking different de-
vices to the Internet so that they can be recognized by other devices. The
term was introduced in 1999 by Kevin Ashton at his presentation.

The technical advancements and the communications developments
also provide opportunities for the IoT development. Since the concept of
IoT can be used in different domains, so the term refers the different
systems, such as Smart Homes, Smart Office (Le Gal et al., 2001; Rock-
er, 2010), Smart Grids (Kopp et al., 2015) , or the Smart City concept
(Nam and Pardo, 2011; Su et al., 2011), the Industrial Internet (IIC,
2015), and others. However, the main idea is to send the results of the
sensors to the Internet to enable the analysis of all the accumulated data.
The results of the analysis are used to the better device management in
the domain.

According to Voas, the IoT involves sensing, computing, commu-
nication, and actuation. The IoT implements device unification into a
ubiquitous layer of cyber-physical devices would then be able to meas-
ure itself and its environment; combine, process, and analyze these
measurements to gain new insights; and use these insights to optimize
itself and the environment (Voas, 2016).

Some of the difficulties in the IoT system implementation is due to
the numerous requirements for the IoT platforms. The requirements re-
late to performance, reliability, scalability, reuse, modification and in-
teroperability. The main loT platform features that make implementation
difficult are, for example, the lack of centralized management, continu-
ously device connection or disconnection to the system, user anonymity,
etc. Despite their implementation difficulties, they have many ad-
vantages for loT systems. For example, decentralization provides scala-
bility and reliability because it involves the use of all resources, eliminat-
ing intensive traffic to only one point, which reduces delays and guaran-
tees the reliable work of the system even in the event of a resource fail-
ure. Of course, for developers this architecture requires solving of many
problems, such as security-related issues, dynamic device connectivity,
decentralized data collection and processing, and more.
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The IoT systems complexity is also due to the distribution of tasks
across many devices. The situation is also complicated by the physical re-
moteness and distribution of roles in the system development between many
different often independent participants. The device is developed by a manu-
facturer, then is installed by another company, and is often maintained by a
company that is different from the software development company.

The many of the [oT system problems are related to security. In a
network environment, the device needs to communicate with many po-
tential applications and systems. Therefore, it is difficult to guarantee its
security, because of the difficulty of distinguishing malicious users who
want to gain control of the device or access its network.

Another problem is that a potential target for malicious attacks is the
device network. It often is attacked by sending unsolicited communication
requests from an unreliable communication partner. As a result, security
trust issues arise. Device owners are afraid to provide access to their devices
or their data without full control, because the device communication with
third parties or its access security is not always well protected. The devices
should react differently depending on the request sender.

The problems are compounded by the growing number of IoT users'
devices. Rights management, data sharing, and device control are compli-
cated, too. They are often accessed through great number of gateways, and
data collection and processing is through different cloud systems.

The integration of devices into a united system causes and other
problems. Some devices do often not support the networks communica-
tion technology or protocol, because they use different standards. In or-
der to save energy or due to other network features, some devices are not
permanently plugged into the general network environment, making it
difficult to access them.

The main challenges that IoT system developers face can be re-
duced to the following categories of problems:

1. The choice of the right architecture for IoT applications witch to
enable the acquisition and processing of huge amounts of sensor data
simultaneously;

2. The combining of different devices, some of which do not sup-
port the communication protocol or the technology, into a common IoT
system, or integrating multiple different protocols into an [oT platform;
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3. The ensuring of the communication security and reliability with
the devices, as well as the physical access to them;

4. The providing energy-saving capabilities and, at the same time,
to ensuring that the device is switched on immediately when needed.

The security issues are becoming more important because of the in-
creasing number of devices, which leads to more frequent hacking at-
tacks as the number of potential targets increases. Moreover, the use of
different technologies and mechanisms makes difficult to create effective
protection for all of them.

The creating of an IoT system requires the provision of multiple as-
pects, which complicates the problems. The design patterns that summa-
rize the experience of specialists offer the ability to solve some of the
systems development problems.

2. THE 10T DESIGN PATTERNS

The IoT is a dynamically evolving domain, so new design patterns
are constantly described to solve the problems that arise with the IoT
systems development. Because of the many patterns there is confusion
among developers regarding the use of the right pattern in the project
situation. Therefore, the report offers an opportunity to classify the pat-
terns to bring arrangement among set of IoT patterns. In 2018 (Bloom
and etc., 2018) is proposed the grouping of patterns based on the archi-
tecture layers and categories of lIoT applications, which are only suitable
for architectural patterns.

Washizaki (Washizaki et al., 2019) offers a patterns classification
based on the level of abstraction. Here, the patterns are divided accord-
ing to the architecture layer into: high-level or architectural patterns;
mid-level or design patterns; and low-level or software-dependent pat-
terns. Such a classification could direct the developer to an appropriate
patterns for the architecture layer he is developing, but it is insufficient
because most often the developer tries to solve a specific problem. The
patterns are too many to find the right one. Therefore, it is necessary to
add more classification criteria that are specific only to patterns in the
domain area of [oT systems.

IoT patterns are a small part of all patterns used in the systems de-
velopment. They are a subset derived from the classification of patterns
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by the criterion Purpose in the general classification scheme (Armiyano-
va, 2018). Therefore, we propose the basic criteria for the classification
of [oT patterns, the criterion Goal. The criterion Layer of the architecture
is also appropriate, as it subdivides the patterns according to the devel-
opment phases and, with such classification, the developer can easily
find the appropriate pattern at the appropriate level.

The criterion Goal indicates the specific problem the pattern is ad-
dressing. According to Kardell (1997), the Goal is determined by the
elements of the system that are influenced by the pattern: integration,
functionality, communication, access, security, etc. This classification is
appliable not only to design patterns, but also to architectural patterns
that can also add goals. But the architectural patterns described to do
moment are not so many, so they do not need to be classified.

Koster also presents loT patterns according to their goals (Koster,
2014; Chandra and Mahindra, 2016). But the categories offered by the
authors are many, as they classify all patterns that are suitable for use in
IoT systems, and not specifically for IoT. Therefore, there are some cat-
egories that can be removed, such as information computing patterns.
They are not specific for IoT systems and can be used to build cloud
systems, too.

By the criterion Goal the patterns could be clasified according to
the main groups of problems that they addressed in the previous point.
Therefore, design patterns can be divided into the following main
groups, defined by the main problem categories: Integration patterns,
Communication patterns, Security patterns, and Energy Saving patterns.
By adding a group of Architectural patterns to the design patterns, a
classification is obtained to allow easy detection of the patterns when
needed (Fig. 2).
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The whole set of patterns

loT patterns

loT design patterns

Architectural
patterns

Communication Integration Energy saving

Security patterns patterns patterns patterns

Figure 2. The classification scheme of the categories IoT patterns

The Security patterns are designed to prevent accidental insertion of
code vulnerabilities and mitigate the effects of these vulnerabilities.
They integrate knowledge of security and system structure, enabling the
development and improvement of software. They allow to integrate se-
curity policy with software design and development. The Security pat-
terns are numerous. Their levels range from architectural patterns involv-
ing system-wide design to execution-level patterns relating to the im-
plementation of individual functions or methods in the system. Some of
the security issues are common to all systems. Therefore, in the devel-
opment of an IoT system, both specialized loT patterns and patterns can
be used that realize one or another aspect of security across all systems.
For example, the Whitelisting Firewall patterns of (Villarreal et al.,
2013) introduces a firewall to control communication and filter it only to
authorized interlocutors without delaying it. Fernandez also offers simi-
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lar patterns (Fernandez, 2013; Fernandez et al., 2014). He presents two
firewall patterns to control network access to cloud resources. Hafiz
cloud security patterns (Hafiz, 2013), Schumacher web application pat-
terns (Schumacher et al., 2006), Dara symmetric and asymmetric encryp-
tion patterns (Dara, 2014), or the patterns of Romanovsky (Romanovsky,
2001) and Kienzle (Kienzle et al., 2002) are also suitable.

In addition to generic patterns, loT-specific systems have been creat-
ed. Our aim is to look at these patterns. Such are the Reinfurt patterns (Re-
infurt et al., 2017). He offers Trusted Communication Partner, Outbound-
Only Connection, Permission Control, Personal Zone Hub, Whitelist, and
Blacklist design patterns. The Trusted Communication Partner pattern is
intended to prevent the device or its network from being accessed by ran-
dom communication partners by allowing the device to communicate with
the device solely in a list of authorized pre-known partners. Another solu-
tion to prevent unauthorized access is offered in the Outbound-Only Con-
nection pattern, which supposes only those incoming communications
requests that respond to a device-initiated connection to be answered. The
Permission Control pattern guarantees the security of device data by re-
taining on the backend server of the data access rights of the communica-
tion partners. The Personal Zone Hub involves the creation of a Hub that
allows the management of the permissions, data sharing and control of all
devices of a user. The Whitelist pattern involves creating a list of users
that have access rights, with no one outside that list having access. The
Blacklist pattern is the opposite. It involves creating a list of unreliable
partners who are denied access rights.

The another major set of patterns are integration patterns that en-
sure way to combine devices located at different end nodes with different
protocols in an IoT platform. Koster offers design patterns that can use
different network and device technologies to solve problems with the
physical infrastructure of [oT (Koster, 2014). However, its solutions are
not described as typical patterns. Qanbari (Qanbari et al., 2016) also
offers patterns for combining devices related to edge: Edge Provisioning
Pattern, Edge Code Deployment Pattern, Edge Orchestration Pattern,
Edge Diameter Of Things (DOT) Pattern. The Edge Provisioning Pattern
provides control over a large number of hard-to-reach scattered end de-
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vices, enabling them to be easily reconfigured, as well as to easily incor-
porate new ones. The Edge Code Deployment Pattern provides the abil-
ity to easily maintain device software through decentralized Git version
control located on backend server. Edge Orchestration Pattern distributes
functionality in such a way that it allows end nodes to control, configure
and manage their own end devices, monitor their status, discover the
services they need. The Edge DOT Pattern requires the creation of a
Metering Server that unifies the way services are measured across end-
points, as different providers may use different usage patterns, such as
event-based or time-based.

The next large group of patterns are communication patterns. Peter
(Peter, 2016) offering such communication patterns: Request / Response,
Event Subscription, Asynchronous Messaging, Reliable Messaging,
Multicasting, Publish / Subscribe, Queues, Message Brokers, Federation,
Discovery, and Delegation of Trust patterns are not described according
to the strict definition of pattern documentation.

Reinfurt also provides patterns for solving communication prob-
lems (Reinfurt et al., 2019). Device Gateway, Device Shadow, Rules
Engine, Device Wakeup Trigger, Remote Lock and Wipe, Delta Update,
Remote Device Management, Visible Light Communication. The Device
Gateway patterns is used when part of the devices does not support
communication technology or protocol on the network. The pattern in-
volves using an intermediary, such as a Gateway, to translate protocols
from and to the device. The Device Shadow pattern is used to send re-
quests to devices that are not permanently connected to the network. The
pattern involves creating a virtual address to the device and usually in-
teracts directly with the patterns in the other next group. The Rules En-
gine pattern allows users to customize the system through a set of simple
rules. The Device Wakeup Trigger pattern involves sending a message
over a communication channel to a device control unit that is not perma-
nently connected to the network. The Remote Lock and Wipe pattern
guarantees the security of the data stored on the device, allowing its data
to be erased when the device is unlocked from the system. The Delta
Update pattern helps reduce network traffic by sending only device data
that has changed since the last time you sent it. The Remote Device
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Management pattern allows local management of the device through a
client installed on the device that interprets the server commands. The
Visible Light Communication pattern involves sending communication
signals to or from a remote device.

The last group of design patterns are energy saving patterns which
is gaining popularity. Reinfurt (Reinfurt et al., 2017) also offers patterns
for this category, dividing them into two types. The former describe the
different types of devices by their energy requirements: Mains-Powered
Device, Period Energy-Limited Device, Lifetime Energy-Limited De-
vice, Energy-Harvesting Device. Therefore they are not interested in the
software of the IoT system. The second type describes how to communi-
cate with devices so that they save energy: Always-On Device and Nor-
mally-Sleepping Device. The Always-On Device pattern refers to cases
where energy saving is inefficient. The other Normally-Sleepping De-
vice pattern is used in cases where the device does not need to operate
continuously and is implemented by deactivating all its energy elements.
When the functionality of a such device is required, the control unit sup-
plies power and awakens the device. Even if the control unit is not per-
manently connected to the network, it may be switched on at regular
intervals to check for the need to wake up the device. The patterns that
help communicate with similar devices from the reviewed communica-
tion patterns are Device Shadow, Device Wakeup Trigger.

The Architectural patterns determine how the elements of the sys-
tem are organized and interacted. They introduce the basic characteristics
and behaviour of the system, the principles and the multilayered struc-
ture into the system architecture. The IoT architectural patterns suggest
building a single system in a heterogeneous environment. Therefore,
components are introduced into the system when is necessary to allow
the creation of different types of integration and communication of its
components. These include Device-to-Device (D2D), Networking-to-
Networking (N2N), Middlewareto-Middleware (MW2MW), Application
& Services-to-Application & Services (AS2AS), Data & Semantics-to-
Data & Semantics (DS2DS), and protection on diferrent architecture
levels that incorporates various mechanisms from authentication to au-
thentication, use of authentication tags, or secure socket layer (SSL). The
inclusion of one or the other architectural elements is also influenced by
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the purpose of the system, since the systems are heterogeneous. For ex-
ample, Smart Home and smart supply chain systems have their own spe-
cifics. But IEEE (Weyrich and Ebert, 2016) is trying to standardize the
fuzzy concepts of definition, architecture and infrastructure. IEEE offers
a three-tier architecture with Sensor layer, Networking and data commu-
nication layer and Application layer. Referring to this architecture, an
IoT architecture pattern (Alreshidi and Ahmad, 2019, p.4) is defined,
which implies a system with functions divided into three layers: User
interfacing layer, which allows users to monitor and control devices re-
motely; Interconnection and logic layer, which ensures the coordination
and collaboration of devices across the network; Computation and data
storage layer, which manages the intelligent analysis and data storage.

CONCLUSION

The IoT systems improve application functionality, increase access
to resources, save energy and reduce costs. But their development is
attended by many problems. The report presents the [oT system main
problems and the abilities for solving them by patterns. The aim is for
developers to be easier to find the right patterns when using a top-down
development approach. The developers are specialized in specific do-
mains and issues, so the pattern classification by the criterion Aim, ena-
bles them to focus on known issue.
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